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Abstract—The safety and reliability of next-generation con-
nected vehicles (CVs) depend on authenticating vehicle-to-vehicle
(V2V) safety messages. Today, these basic safety messages (BSMs)
are secured using elliptic-curve signatures that are vulnerable
to attacks using a quantum computer, making a transition to
quantum-resistant cryptography (QRC) imperative. However, the
overhead of QRC (i.e., large keys and signatures) conflicts with
the message size and latency constraints of Cellular Vehicle-
to-Everything (C-V2X) protocols, while splitting them across
lossy transmissions can delay BSM verification. In this work,
we develop CHASM, a cross-layer solution to address this
problem. At the physical layer, CHASM combines a kinetic safety
model with feedback-free estimation of neighbors’ signal-to-noise
ratios to select a modulation and coding scheme (MCS) that
accelerates reliable certificate delivery to safety-critical receivers,
thereby reducing BSM verification delay. At the application layer,
CHASM introduces a generalized certificate distribution protocol
that splits large hybrid certificates across multiple transmis-
sions using fragmentation, erasure coding, or other approaches.
CHASM couples certificate splitting with safety-aware MCS
selection to meet receiver-specific certificate-delivery deadlines.
We show that CHASM provides quantum-resistant message
authentication while preserving classical security guarantees—
a backward-compatible, crypto-agile solution. We prove BSMs
under CHASM are EUF-CMA unforgeable against both classical
and quantum adversaries. Benchmarking on commercial C-V2X
hardware shows that CHASM adds less than 3.5 ms of average
BSM verification delay. Further, city-scale simulations recording
over 65,000 safety events per evaluation show CHASM reduces
the safety violation rate to 1.94%, from 12.06% in prior work
and 24.13% under IEEE 1609.2.

I. INTRODUCTION

Connected vehicle (CV) technology is rapidly growing as a
critical means to enhance safety and coordination on roadways.
By enabling vehicles to exchange messages that improve
situational awareness for split-second decision-making—e.g.,
whether to brake or swerve to avoid an out-of-sight hazard—
CVs may save tens of thousands of lives each year [1]. How-
ever, the ability of CVs to authenticate these safety messages
may be compromised in as little as 10–15 years by the devel-
opment of cryptographically relevant quantum computers [2].
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An adversary with access to such a computer could bypass
today’s cryptographic protections and inject falsified messages,
enabling attacks that mislead human or autonomous drivers,
manipulate traffic flow, and even engineer crashes, negating
safety benefits. Mitigating these anticipated quantum attacks
requires transitioning systems to quantum-resistant cryptogra-
phy (QRC), which is already underway for everyday protocols
such as TLS on the Internet [3]. However, accommodating
QRC’s overhead—namely, signatures and keys that are orders
of magnitude larger than current cryptographic primitives—is
far from trivial in constrained, low-latency CV protocols.

CVs rely on 4G and 5G cellular vehicle-to-everything (C-
V2X) technology to directly exchange time-sensitive safety
messages using vehicle-to-vehicle (V2V) communication [4]–
[6]. To meet latency and reliability requirements for a large
number of vehicles sharing limited bandwidth in dynamic,
fast-fading wireless channels, C-V2X sidelink strictly limits
payload size to as little as 867 bytes per packet [7, Table
5.1.3.2-1]. This constraint has previously been an obstacle
only for bandwidth-hungry applications, such as cooperative
sensing [8], but now also poses a challenge for safety and secu-
rity. Under current standards [9]–[11], small (64-byte) elliptic-
curve digital signatures and public keys are combined with a
64-byte basic safety message (BSM) and metadata to reach a
total of 200–300 bytes per packet (depending on whether a
certificate is included with the transmission), easily meeting
the size constraint. However, standardized1 QRC requires
∼1,500–17,000 bytes just for a public key and signature, let
alone the actual BSM, headers, and metadata. Fig. 1 illustrates
how QRC does not fit within C-V2X constraints.

Prior work has largely considered physical (PHY) and
application-layer approaches to the sidelink packet size prob-
lem in isolation, falling short for C-V2X. For example, Sloop
et al. [12] use federated learning to optimize modulation
and coding scheme (MCS) selection and improve data rates
at the PHY layer, which could help loosen the packet size
limit. However, their target domain (sidelink for disaster
settings) assumes a stable set of nodes that cooperate on
selecting optimal parameters, which is inapplicable to V2V
environments where vehicles interact only briefly with tran-
sient neighbors. On the other hand, multiple prior works have
introduced certificate fragmentation or signature splitting at the
application layer [13]–[15]. These mitigate the size constraint
at the expense of increasing BSM verification’s sensitivity
to packet loss—we show that merely splitting a certificate
across multiple BSMs can have safety consequences: losing
a single message from a signed batch delays verification of

1Emerging “on-ramp” QRC does not solve the problem—see Section II.
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all associated safety data. Techniques used outside of V2V,
such as key negotiation in quantum-resistant TLS [3], usually
depend on bidirectional, persistent connections not present in
ephemeral, broadcast-only V2V.

In this paper, we argue that efficiently integrating QRC
under reliability, latency, and associated safety constraints
requires careful cross-layer attention. While overhauling the
protocol stack (e.g., supplanting public-key authentication with
blockchain security [16], [17]) would require revising multiple
standards and retrofitting every deployed system—a costly,
multi-year endeavor—we instead aim to revise and extend ex-
isting standards. Our premise is to increase alignment between
the application and PHY layers, enabling QRC adoption while
preserving the critical safety responsibilities of C-V2X.

Safety-Aware Adaptive MCS Selection—As evident in
Fig. 1, adopting QRC without addressing the payload size
constraint is a non-starter. We tackle this by first examining the
PHY layer. In high-mobility V2V, transmitters cannot rely on
receiver-specific feedback to aggregate into one stable channel
state information (CSI) estimate for broadcast transmissions.
Current standards thus disregard instantaneous channel condi-
tions for MCS selection and rely on a lookup table based only
on the amount of scheduled data and the sender’s speed [11,
Table 11]. This approach is biased towards low-order MCS and
prioritizes reliable delivery to every neighbor—overlooking
both the safety relevance of individual receivers and their po-
tentially favorable signal-to-noise ratio (SNR). Another reason
for this omission is the difficulty of blindly estimating SNR in
dynamic, fast-fading settings—challenges we aim to address.

Current standards set a heuristic requirement for each vehi-
cle to share its certificate every 500ms [11], implicitly assum-
ing that this is sufficient to prevent safety risks from arising
while unverified BSMs await sender certificates. Instead of
a heuristic approach, we propose adapting MCS to prioritize
maximizing the reliable data rate—and thus accelerating cer-
tificate distribution—to receivers who pose a safety risk. This
requires 1 identifying which neighbors pose a more imminent
threat (e.g., those on a collision course), and 2 determining
the maximum time those neighbors can wait to receive the
sender’s certificate and still verify any queued BSMs that
might trigger evasive action. We jointly address these by
developing a kinetic safety model for scenarios that captures
rear-end, cross-traffic, and lane-merging conflicts, allowing a
vehicle to use past BSMs to predict conflicts and derive the
acceptable certificate delay for critical receivers.

After determining the certificate communication deadline,
the sender must 3 estimate the expected SNR at those
receivers without using CSI; and 4 select the best MCS
such that certificate delivery speed and reliability are balanced
across safety-critical receivers. We tackle problem 3 with
a new method of coarsely predicting SNR without feedback,
leveraging a Rician fading model with parameters (e.g., K-
factor) predicted based on local conditions (e.g., urban vs.
rural, presence or absence of line of sight). Finally, we address
4 by unifying these components to select an MCS that meets

both the SNR thresholds and certificate delay requirements,
balancing reliability with safety in a unified approach.
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Fig. 1. Public key and signature sizes for ECDSA vs. NIST-approved QRC.
Dashed lines indicate the payload range in a typical 20MHz C-V2X channel.

Adaptive MCS can increase reliable throughput to safety-
critical receivers, but the application layer must still distribute
certificates efficiently over those links. This requires 5 defin-
ing a secure certificate-signature scheme that integrates QRC
while meeting existing security guarantees and supporting
legacy vehicles throughout the transition period; and 6 ef-
ficiently spreading certificates across multiple transmissions
in a reliable and latency-sensitive manner.

To address challenge 5 , we must balance the need to
support legacy ECDSA-only vehicles against the certainty that
classical signatures will ultimately be removed (e.g., NIST
proposes disallowing ECDSA in 2035 [18]). We address this
by developing a hybrid protocol. In the short term, legacy
vehicles can continue to use ECDSA, while newer vehicles
can use QRC instead of (or alongside) it. In the long term, as
legacy vehicles reach end of life (or ECDSA is disallowed),
support for ECDSA can be seamlessly removed by setting a
single protocol flag to disallow ECDSA. This crypto-agility,
which enables a fully quantum-secure ecosystem without
disrupting operations, is critical for practical deployment.

We approach problem 6 by designing a generalized pro-
tocol wherein certificates are spread across multiple transmis-
sions, while leaving the specific splitting method open-ended.
We flexibly support different mechanisms for encoding and
transmitting certificates. In our evaluations, we consider in-
stantiations based on certificate fragmentation and systematic
Reed-Solomon erasure codes, contrasting their performance
and computational requirements while leaving the door open
for future alternatives. Our analysis provides evidence to guide
standards bodies in selecting an optimal approach for real-
world deployment.

Contributions—We develop a hybrid, cross-layer, and
safety-conscious security protocol to bridge the gap between
today’s 4G/5G, ECDSA-only environment and fully quantum-
resistant, mixed-generation future fleets. Our intergenerational
support, from today’s 4G C-V2X through emerging 5G and
future 6G systems [19], accommodates vehicles’ 13–15-year
lifetimes [20], ensuring legacy vehicles are not prematurely
excluded due to hardware or radio limitations. Specifically:

• Safety-Aware Adaptive MCS Selection. We develop a
new technique for MCS selection in C-V2X, leveraging
application-layer safety data and a novel PHY-layer tech-
nique for feedback-free SNR estimation to accommodate
the overhead of QRC in a manner that prioritizes limiting
BSM verification delay to avoid unsafe outcomes.

• Certificate-based Hybrid Authentication of Safety
Messages (CHASM). We introduce CHASM to support
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efficient distribution of large hybrid certificates across
all generations of C-V2X, using flexible techniques (e.g.,
fragmentation or erasure coding) to balance BSM relia-
bility and verification latency in an adaptive system.

• Message Unforgeability. We provide security reduc-
tions for CHASM that prove its security against signature
forgery under both classical and quantum threat models.

• Experimental Validation. We demonstrate the advantage
of CHASM through city-scale simulations that compare
different instantiations of our protocol against an IEEE
1609.2 baseline and the most relevant approach from
prior work. Over more than 65,000 recorded safety events
per tested configuration, CHASM with FN-DSA2 signa-
tures, adaptive MCS selection, and erasure-coded certifi-
cate distribution accelerates reliable certificate delivery,
reducing the violation rate to as little as 1.94% vs. ≈12–
24% under baseline and prior-work approaches, while
benchmarking on commercial C-V2X hardware shows
CHASM adds an average delay of < 3.5ms for BSM
processing and increases CPU load by ≤5%.

We describe our motivation and threat model in Section II.
We present CHASM in Section III and formally prove its
security in Section IV. We present experimental results in
Section V, discuss related work in Section VI, and conclude
with Section VII.

II. MOTIVATION AND THREAT LANDSCAPE

To enhance awareness for safer driving, each CV peri-
odically broadcasts BSMs (every ∼100ms) that convey its
motion—location, speed, heading, etc.—to neighboring vehi-
cles within a ∼600m communication range. BSMs are au-
thenticated following procedures defined by the IEEE 1609.2
standard [9], which protects BSMs by encapsulating them in
secure protocol data units (SPDUs). In addition to a BSM,
each SPDU contains the sender’s ECDSA signature over that
BSM and (sometimes) the sender’s certificate, which contains
the ECDSA public key needed to verify its message signatures.
As Fig. 1 illustrates, this minimal security overhead fits within
the limits of C-V2X packet size.

For efficiency, current standards dictate that only 20% of
SPDUs (roughly every fifth transmission) should include the
full certificate, with the remaining 80% instead carrying only a
hash of the certificate to identify the sender [11]. This heuristic
mechanism conserves bandwidth while nominally limiting the
delay for verifying any BSM to under 500ms, attempting
to balance latency with efficiency, but without directly con-
sidering safety—which CHASM aims to address. To preserve
privacy, each vehicle is issued several valid certificates at a
time, and it rotates the certificate that is actively used to sign
messages roughly every five minutes. To manage the resulting
large volume of certificates, a public key infrastructure (PKI)
is employed, wherein certificate authorities (CAs) issue cer-
tificates to vehicles and manage services such as revocation.

2Fast-Fourier Transform over NTRU-Lattice-Based Digital Signature Algo-
rithm (FN-DSA) [21].
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Fig. 2. CHASM is designed to keep up with expected evolution of C-V2X
and increasing power of quantum computers over the next 10–20 years.

A. Motivation: The Emerging Quantum Threat

The transition from classical to quantum-capable attackers
will track the increasing capabilities of quantum computers,
which we divide into two stages (Fig. 2). We are currently in
the preparation phase, in which a quantum computer that can
easily break algorithms like ECDSA does not exist yet. Threats
in this phase are from adversaries with classical computing
power. Systems should be transitioned to QRC during this
period, but QRC is not yet mandatory.

Once a quantum computer powerful enough to break
ECDSA is developed—an event commonly referred to as “Q-
Day”—an attacker may have local or online (e.g., subscription-
based) access to a quantum computer that can break the 256-
bit ECDSA keys and signatures used under IEEE 1609.2,
unlocking new attacks. For example, an attacker could harvest
other vehicles’ public keys from their SPDUs (which are
unencrypted) and then use Shor’s algorithm [22] to efficiently
recover the corresponding private keys before they expire.
Armed with those private keys, the attacker could then forge
valid signatures on bogus messages and inject them into the
environment, manipulating drivers’ perceptions and potentially
tricking them into making unsafe decisions or even crashing.
Since legitimate signatures and forgeries would be crypto-
graphically indistinguishable, this attack would be extremely
difficult to detect, undermining trust in C-V2X networks.

To mitigate these and other attacks, we delineate the
era after Q-Day as the strictly quantum-resistant phase in
which QRC will be mandatory, and vulnerable algorithms
like ECDSA will be disallowed. Conceptually, this is straight-
forward, but smoothly transitioning between the preparation
and quantum-resistant phases is not easy. Transitioning too
early would unnecessarily kick out legacy (ECDSA-only)
equipment, while transitioning too late would expose all users
to quantum threats. We therefore contend it is necessary to
equip all new vehicles with both security regimes during
the preparation phase—ECDSA to communicate with legacy
vehicles, and QRC for newer units.

Choice of QRC. NIST has standardized two QRC signature
algorithms: Module Lattice-based Digital Signature Algorithm
(ML-DSA) [23], and Stateless Hash-Based Digital Signature
Algorithm (SLH-DSA) [24]. A third, FN-DSA [21]—formerly
known as Falcon—is pending finalization by NIST [25]. SLH-
DSA is fundamentally incompatible with C-V2X due to its
≥17,000-byte signatures (see Fig. 1) and slow runtime on V2V
hardware [13]; therefore, we target CHASM for ML-DSA-44
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and FN-DSA-512.
We focus on (near-)standardized QRC because emerging

“on-ramp” algorithms [26], while slightly reducing overhead,
do not completely resolve the packet size problem. These
new algorithms may also harbor undiscovered vulnerabilities
(e.g., [27]), making them unsuitable for safety-critical systems.

Threat Model. We consider an attacker who seeks to
disrupt, delay, or otherwise degrade normal C-V2X operations
in a target area, and we assume this attacker is able to send and
receive standard C-V2X signals. We consider two attackers—
a classical adversary in the preparation phase, and a classical
or quantum adversary in the strictly quantum-resistant phase.
Critically, CHASM does not use ECDSA for security after Q-
Day. Security in the strictly quantum-resistant phase relies
solely on QRC keys and signatures, with ECDSA disallowed,
and any provided ECDSA signatures disregarded. Therefore,
breaking an ECDSA signature after Q-Day is of no use to the
attacker. Our formal analysis (Section IV) carefully delineates
these threats, and we prove the security of CHASM for each era.

Denial-of-Service Attacks—CHASM may remain susceptible
to generic denial-of-service (DoS) attacks such as flooding
and jamming, which also affect today’s IEEE 1609.2 systems
and are beyond our scope. Mitigations for straightforward
jamming attacks have long been under development, e.g.,
packet (or fragment) retransmissions using C-V2X HARQ or
NACK mechanisms [28]. However, CHASM avoids introducing
new resource-exhaustion vulnerabilities; for example, timeouts
discard incomplete, unverified SPDUs to prevent its added
caching from exhausting receiver resources.

B. Challenges: C-V2X Sidelink and MCS Constraints

C-V2X standards are maintained by 3GPP in their Releases
14–21 and beyond [6]. In this paper, we specifically focus on
C-V2X sidelink for direct V2V communication.

Challenge 1: Sidelink-Only Operation. 4G and 5G C-
V2X support two sidelink modes: in-coverage, where base
stations (gNBs) allocate resources, and out-of-coverage, where
vehicles operate autonomously. Operating in-coverage allows
offloading sensing and scheduling to base stations and enables
high-throughput (>50 Mbps) communication over cellular up-
link and downlink. This vehicle-to-network (V2N) commu-
nication does not have the same packet size limit as more
constrained sidelink, which would make it ideal for tasks like
exchanging large QRC security data. However, the out-of-
coverage (sidelink-only) mode is essential to ensure critical
safety messages are not dependent on cellular service, which
may be inconsistently available. We therefore focus on the
more constrained out-of-coverage mode in this work.

Challenge 2: MCS Selection Without CSI. At the PHY
and MAC layers, C-V2X divides a channel into 1ms time
slots, and further divides each slot’s bandwidth into equal-size
subchannels for allocation. The total number of subchannels
is derived from channel bandwidth [29, Table 5.3.5-1]. Im-
portantly, since each subchannel has a fixed number of data
symbols for a given bandwidth and subcarrier spacing, the
choice of MCS is the only factor that the sender can control
in an effort to send larger packets. Optimally selecting MCS

is therefore key to increasing the size of C-V2X messages, but
current standards do not fully exploit this potential.

As there is no bidirectional communication in V2V safety
services, and thus no channel feedback or reciprocity that
can be used to estimate CSI3, traditional channel estimation
is inapplicable, and the selection of MCS is channel- and
receiver-agnostic. Vehicles choose their MCS for transmitting
a BSM using lookup tables [11, Tables 11–12], which consider
only two factors: (1) the size (in bytes) of the message to
be sent, and (2) the speed of the sending vehicle. Critically,
this approach does not consider the varying importance of
different messages to different neighbors. For example, safety
messages are far more relevant to neighbors that are on a
potential collision course with the sender than to vehicles that
are departing the area, but today’s approach treats delivering
a BSM to both of those receivers as equally important—
potentially selecting a low MCS that delays how quickly
a message (or verification certificate) can be conveyed to
the more dangerous neighbor. We argue that from a safety
perspective, MCS selection should prioritize reliable and rapid
delivery of BSMs and certificates to receivers that pose a safety
risk to the sender rather than treating all receivers uniformly.
We move in that direction with CHASM’s PHY-layer design.

III. CHASM: CERTIFICATE-BASED HYBRID
AUTHENTICATION OF SAFETY MESSAGES

In this section, we present CHASM after describing its
system model, assumptions, and requirements.

A. System Model and Operational Assumptions

Even though 5G C-V2X standards were published in 2020
(3GPP Rel. 16 [5]), devices on the market today largely still
use 4G technology [19]. We anticipate greater uptake of 5G
V2V in the near future, but with 13–15-year average vehicle
lifetimes [31], 4G C-V2X equipment will be on the roads well
into the 2030s, presumably alongside increasing numbers of
5G-capable vehicles. We therefore consider an environment
with a mixed fleet of CVs using 4G, 5G, and potentially
future 6G-capable C-V2X. Based on current spectrum alloca-
tions [32], we assume a single 20MHz channel allocated for
C-V2X safety services. While future regulations may increase
the amount of available C-V2X spectrum, constraining our
model to a single licensed band and not relying on potentially
intermittent cellular connectivity provides a conservative set-
ting for evaluating CHASM. This ensures that CHASM does not
depend on additional communication resources and can also
operate under less constrained conditions that might emerge
later. Based on current industry standards, each vehicle is
expected to broadcast a BSM every 100ms [10], [11]. For
security, we require all BSMs to be verified using digital
signatures backed by public-key certificates in an approach
aligned with the most recent IEEE 1609.2 standard for V2V
security [9]. We shortly provide more specific security require-
ments.

3The physical feedback channel (PSFCH) introduced in 5G C-V2X applies
only to unicast or multicast, which are not used for V2V safety services [30].
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Fig. 3. Overview of CHASM’s cross-layer interactions and architecture.

B. Design Goals and Requirements

In order to support both new and legacy equipment that will
interoperate over the next several years, our protocol must:

1) Preserve existing (classical) security guarantees under
IEEE 1609.2, as detailed shortly.

2) Provide quantum-resistant security guarantees to match
the classical guarantees of existing systems.

3) Support ECDSA for as long as possible, while enabling
a rapid and seamless switch to strict quantum-resistance
(QRC-only) on Q-Day.

Further, to avoid depending on a single QRC algorithm,
which might harbor unknown vulnerabilities due to the relative
immaturity of QRC, CHASM must:

4) Support multiple QRC algorithms and allow switching
algorithms without major disruption; i.e., be crypto-agile.

Finally, in order to ensure that enhanced security does not
compromise the safety functions of C-V2X, our protocol must:

5) Avoid degrading or interfering with the efficient and
reliable operation of C-V2X safety services.

Security Requirements. We base our security requirements
for CHASM on the stated security goals of IEEE 1609.2:
protecting messages against spoofing, alteration, and replay
attacks [9, Sec. 1.2]. CHASM protects against spoofing and
message alteration attacks by using digital signatures to au-
thenticate and verify the integrity of BSMs. Replay attacks are
mitigated by including a timestamp in each signed message.
The signature prevents timestamp alteration, while freshness
checks at the receiver are employed to ensure that outdated
(i.e., possibly replayed) messages are rejected.

Privacy Requirements. BSM contents (e.g., vehicle speed)
are not considered confidential; therefore, BSMs are not
encrypted in commercial V2V systems or CHASM. However,
IEEE 1609.2 allows using AES (a quantum-resistant cipher)
to encrypt SPDUs if desired [9, Clause 5.3.8]. Carrying an
encrypted payload does not change the message size, which is
our primary concern, and CHASM supports encrypted SPDUs
if required (subject to symmetric key agreement—a separate
problem, beyond our scope).

IEEE 1609.2 protects a vehicle’s permanent identity by em-
ploying pseudonym certificates, which are cryptographically
unlinkable to each other or to the owner’s long-term identity.
Unlinkability ensures that rotating the active certificate every
five minutes, as mentioned in Section II, prevents tracking
based on certificates. Pseudonym certificates have already
been extended to QRC [33], and CHASM is compatible with
quantum-resistant pseudonymous identification.

Scope. We limit our scope to the V2V exchange of safety
messages between vehicles, as this is by itself a complicated
problem to solve. We therefore make a few assumptions:

1) We assume CAs generate and issue certificates securely
and only to authorized parties.

2) We assume all communication between CAs and vehicles
is secure over separate channels (e.g., V2N) and cannot
be decrypted or influenced by an adversary.

3) We exclude attacks that require physical access to vehi-
cles or infrastructure (e.g., side-channels, tampering).

C. Cross-Layer Overview

We show in Fig. 3 how CHASM couples the PHY and
application layers to transmit large hybrid certificates over
constrained C-V2X sidelink channels. At a high level, the PHY
layer continuously evaluates the safety risk of neighboring
vehicles, coarsely estimates their SNR, and determines the best
MCS to optimize safety utility based on critical receivers. Be-
cause the selected MCS dictates payload size, the application
layer queries the PHY layer for the byte limit immediately
before constructing the next SPDU, thereby determining the
amount of certificate data it must read from its buffer. This
cycle repeats for every broadcast SPDU.

D. PHY-Layer: Safety-Aware Adaptive Modulation

The PHY-layer components of CHASM include (1) our
kinetics-informed safety model, (2) identifying safety-critical
receivers, (3) performing sender-side SNR estimation for crit-
ical receivers, (4) selecting the best MCS for safety, and (5)
selecting wireless model parameters (e.g., Rician K-factor).
In the remainder of this subsection, we detail these elements.

1) Safety Model: The sender can continually update a set of
neighboring receivers using the received BSMs that it verifies.
For each neighbor i, let the estimated time until that neighbor’s
path will conflict with the sender be T̂conflict,i. Then, denote
the time to communicate a complete certificate to that receiver
as τcert,i and the additional constant delay to verify the
certificate as Tverify. Additionally, denote T̂avoid,i as the
estimated minimum time required for neighbor i to avoid the
conflict after detection (e.g., based on braking distance). The
distance interpretation of T̂avoid,i is shown by the green circle
in Fig. 4. We now define the safety requirement as

τmax
cert,i = T̂conflict,i − Tverify − T̂avoid,i (1)

where τmax
cert,i is the maximum tolerable delay for communi-

cating a complete certificate to this receiver4. From a safety

4Safety models sometimes include a delay term for the (human) driver’s
reaction time. We assume future CVs will automate safety maneuvers, similar
to automatic braking in today’s vehicles. Thus, we omit this from our model.
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perspective, conveying the sender’s certificate to receivers with
smaller τmax

cert,i is more urgent. T̂conflict and T̂avoid can be
estimated using the safety model below, while Tverify is
based on known cryptographic speed in V2V hardware (we
benchmark this on commercial devices in Section V).

Case 1: Rear-End Collision. For receiver i, let di be the
distance from the sender, vr,i be the receiver speed, vs be
the sender speed, ar,i be the receiver deceleration (braking)
capability, and as be the sender deceleration capability. Our
model builds on fundamental kinematic equations such as

d = vit+
1

2
at2, vf = vi + at, v2f = v2i + 2ad,

where acceleration values are based on road conditions and
braking capacity. Applying these equations allows us to ex-
press the initial distance di, adjusted for error (explained
shortly), such that the trailing vehicle can stop safely:

dadji > vadjr,i (Tverify + τcert) +

(
vadjr,i

)2

2|aadjr,i |
− v2s

2|as|
(2)

Then, the maximum tolerable certificate delay is:

τmax
cert,i =

dadji +
v2
s

2|as| −
(vadj

r,i )
2

2|aadj
r,i |

vadjr,i

− Tverify. (3)

In (2)–(3), the receiver’s values (di, vr,i, and ar,i) can be
obtained from its BSMs; however, they may contain error, e.g.,
imprecision of di due to GPS positioning error. Accordingly,
we use values adjusted for measurement error (denoted ϵ):

dadji = di−ϵd,i vadjr,i = vr,i+ϵv,i aadjr,i = ar,i+ϵa,i. (4)

Each ϵ value represents an error bound on the corresponding
distance, velocity, and acceleration estimate. The bound can
be derived from known or empirically characterized error
distributions (e.g., heavy precipitation or entering an urban
canyon) and may change on the fly. For our evaluations, we
assume representative standard deviations consistent with typi-
cal GPS and vehicle state-estimation performance. Concretely:
ϵd,i = sσd, ϵv,i = sσv , ϵa,i = sσa, where s = 2 for
a 95% confidence interval under a Gaussian approximation
of estimation error (capturing the dominant error, without
overcorrecting for extreme outliers). These conservative ad-
justments ensure safety decisions are made on worst-case
assumptions rather than perfect knowledge.

Case 2: Lane-Change/Merge Conflict. In this scenario,
distance alone is insufficient to predict a conflict, as we must
also consider the time until sender and receiver i occupy the
same lane space. Omitting the full derivation (which follows
from kinematic equations, as above), we can write

τmax
cert,i =

(
dadji − dsafe

)
− (vadj

r,i )
2−v2

m

2|aadj
r,i |

vadjr,i

− Tverify, (5)

where vm is the safe velocity at the merge point and
dsafe =

v2
m

2|as| is the corresponding safe following distance.
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Fig. 4. Illustrative example of our safety model for an intersection conflict
scenario. The sender (blue) can use information from a neighbor’s (red) BSMs
to predict a conflict, determine the time needed to avoid the conflict, and
consequently deduce a bound on safety message and certificate delivery time.

Case 3: Intersection Conflict. For crossing lanes, we derive

τmax
cert,i =

dentry −
(vadj

r,i )
2−v2

final

2|aadj
r,i |

vadjr,i

− Tverify, (6)

where dentry is the distance until i enters the conflict zone.
Example—Fig. 4 illustrates how our safety model works in

an intersection scenario. Using verified BSMs from a neighbor
(shown in red), the sender (blue) is able to predict its own
and the neighbor’s motion, with uncertainty based on (4)
using typical GPS, speedometer, and accelerometer error [34].
The sender can then predict a future conflict, estimate the
neighbor’s braking distance, and determine the required stop-
ping time (i.e., T̂avoid). In this case, the sender computes
T̂conflict = 2.3 s and T̂avoid = 1.2 s. With Tverify = 2.4ms
based on hardware benchmarks described in Section V, they
apply (1) to calculate the certificate communication bound as
τmax
cert = 1.0976 s. In concrete terms, with an SPDU transmitted

every 100ms, this requires transmitting a complete certificate
to this receiver spread over at most 10 SPDUs.

2) Critical Receiver Set: If we denote the set of all nearby
receivers by R, the subset of safety-critical receivers, Rcrit ⊆
R, is constructed by selecting receivers in ascending order of
τmax
cert,i (i.e., the smallest delay margins) until:

|Rcrit| ≥ Preq · |R| . (7)

Here, Preq ∈ [0, 1) denotes the desired fraction of receivers
for which the safety condition should be satisfied. Ideally, the
MCS would be optimized for all critical receivers; however,
significant variation in link quality may cause a single receiver
with a particularly poor, e.g., long-distance or non-line-of-
sight (NLOS), channel to constrain the MCS for all receivers.
Setting Preq < 1 mitigates the influence of such outliers when
they do not represent the dominant safety risks.

3) Sender-Side SNR Estimation: Based on information
from incoming BSMs, the sender obtains the error-adjusted
location of nearby receivers and estimates their SNR. The SNR
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TABLE I
RICIAN K-FACTOR ESTIMATION TABLE

Link Status K-Factor estimate Interpretation
NLOS K = 0 Obstructed—revert to Rayleigh model.
line-of-sight (LOS) - Far K ≈ 2 to 5 Weak LOS path, high multipath effect.
LOS - Near K > 10 Dominant LOS path.

at receiver i, prior to applying small-scale fading, is given by
the link budget:

γ̂i = Pt +Gt +Gr − PL (di)−N. (8)

where Pt is the transmit power, Gt and Gr are the transmitter
and receiver antenna gains, and N denotes the noise power.

Let Pout denote the outage budget that constrains the
probability of decoding failure. Under the assumption that the
outage probabilities for fast and slow fading are independent,
Pout can be approximated as

Pout = P fast
out +P shadow

out −P fast
out P shadow

out ≈ P fast
out +P shadow

out

(9)
for P fast

out , P shadow
out ≪ 1. With Rician fast-fading, the outage

probability is a well-known expression [35]. Defining the fad-
ing margin as a function of outage probability, Mf

(
P fast
out

)
,

the required fading margin (in dB) is given by

Mf

(
P fast
out

)
= 10 log10

 2 (1 +K)[
Q−1

1

(√
2K, 1− P fast

out

)]2

(10)

where Q−1
1 (·, ·) is the inverse Marcum Q-function5 with

respect to the second argument, and K is the Rician K-
factor. We note that Doppler effects are not explicitly modeled
here. In this setting, their primary impact is a reduction in
channel coherence time, which is implicitly captured through
the instantaneous fast-fading outage margin defined above.

For shadowing, we assume a Gaussian distribution
with variance estimated from incoming signals [37], i.e.,
Xs ∼ N

(
0, σ2

s

)
. The shadowing margin can be given as:

Ms

(
P shadow
out

)
= −σsQ

−1
(
1− P shadow

out

)
. (11)

4) MCS Selection for Critical Receivers: The proposed
safety-aware MCS selection integrates the above pieces. The
instantaneous estimated SNR at receiver i is adjusted to
γ̂adj
i = γ̂i − Ms − Mf , yielding a more reliable SNR

estimate to reduce the outage probability P (γ̂i < γth (m)),
where γth(m) is the threshold to use MCS m. This adjustment
also helps mitigate the impact of rapid decorrelation of V2V
channels between state observation and transmission. Rather
than assuming a stationary channel, this design enables a less
aggressive MCS selection based on outage-constrained SNR
estimates, improving resilience to short-term channel variation.

To predict if i can decode the transmission, we use:

pdeci (m) =

{
1− Pout, if γ̂adj

i ≥ γth (m)

0, otherwise
(12)

5An integral involving a modified Bessel function, commonly used in error-
probability calculations for fading channels [36].
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(a) IEEE 1609.2-2022.
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(b) CHASM.

Fig. 5. Extension of classical SPDU security (a) to hybrid security (b) under
CHASM. New elements to support quantum-resistant security are highlighted.

Then, the expected proportion of safety-critical receivers that
successfully decode the transmission under MCS m is:

pR (m) =
1

|Rcrit|
∑

i∈Rcrit

pdeci (m) . (13)

Finally, the sender chooses the highest-rate MCS that maxi-
mizes the data rate R (m), subject to the Preq threshold,

m∗ = argmax
m

R (m) s.t. pR (m) ≥ Preq, (14)

where m∗ is the selected MCS.
5) Parameter Selection: As shadowing is spatially corre-

lated in V2V channels, it varies slowly with distance and can
be modeled in our experiments as the sliding-window standard
deviation (σs) of a Gaussian log-scale residual from recent
BSMs, after subtracting distance-dependent path loss [37]. In
contrast, precisely determining the Rician K-factor in high-
mobility, rich-scattering V2V is difficult. To address this, we
leverage the fact that connected vehicles typically have on-
board sensors that can assist (with quantifiable error) in infer-
ring LOS conditions for a given receiver. This requires only
a lightweight geometric obstruction query between the sender
and reported receiver location using existing onboard percep-
tion data (e.g., bird’s-eye view maps [38]), with indeterminate
cases conservatively assumed to be NLOS. Detecting LOS
allows distinguishing K = 0 (a NLOS Rayleigh link) from
K ≥ 1, which is crucial because K : 0→ 1 represents the
largest single-step change in channel quality as K increases.
Moreover, C-V2X standards support only a few widely sep-
arated MCS options [7], suggesting that an exact K value is
unnecessary. For example, estimating K = 4 when the true
value is K = 2 results in an SNR error of approximately
2 dB, whereas the SNR thresholds for consecutive MCS levels
(e.g., moving from QPSK to 16-QAM) differ by about 6–
7 dB. Therefore, for K ≥ 1, even a K-factor estimation error
exceeding 100% is unlikely to cause the wrong MCS to be
selected. Our experiments (Section V) show that coarse K
estimation (Table I) is sufficient to maintain reliability and
safety while increasing data rate.

E. APP Layer: Split-Agnostic Hybrid Certificate Distribution

At the application layer, CHASM fulfills two objectives:
authenticating C-V2X messages using digital signatures, and
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facilitating verification by efficiently distributing hybrid certifi-
cates. To accomplish these, we next describe (1) hybrid certifi-
cate construction and splitting, (2) the process of transmitting
hybrid SPDUs, (3) receiving hybrid SPDUs, (4) determining
how often to include certificate in SPDUs, and (5) ensuring
certificates are delivered within a safety-relevance time bound.

1) Hybrid Certificate Construction and Splitting: The
structure of today’s ECDSA-secured SPDUs (Fig. 5(a)) can be
straightforwardly extended to add a QRC key and signatures
(Fig. 5(b)). However, the size of QRC keys and signatures
prevents a certificate from fitting in one transmission (Fig. 1).
CHASM attacks this challenge by splitting each certificate

and sharing it in pieces across a few transmissions (accelerated
by the adaptive MCS scheme we introduced above). However,
the specific splitting method may vary. Fragmentation is one
option, similar to [13], but it requires a receiver to obtain
all individual fragments before any BSMs can be verified
and acted upon. This makes fragmentation-based schemes
problematic in both poor communication environments, where
packet loss can delay certificate reconstruction, and for BSMs
received from an unseen vehicle, which cannot be verified
until its certificate is fully reconstructed: a delayed delivery
could postpone BSM verification long enough for safety to
be compromised. We explicitly account for this delay in our
formulations (provided shortly), but an alternative is desirable
for particularly hostile wireless environments.

To that end, an erasure coding scheme (e.g., systematic
Reed-Solomon) may be used instead of fragmentation—by
generating a stream of coded certificate data rather than trans-
mitting fixed fragments, each certificate-bearing SPDU carries
a portion of coded certificate data. Receiving a minimum num-
ber of distinct coded symbols (rather than specific fragments)
enables reconstruction of the original certificate. Erasure codes
are thus less sensitive to packet loss, but at the expense of
greater computational load on V2V equipment. CHASM there-
fore provides a generalized protocol for conveying fragmented,
coded, or otherwise divided certificates between vehicles. In
our experiments (Section V), we empirically compare the
upsides and downsides of fragmentation and erasure code
instantiations of CHASM.

2) Transmitting Hybrid SPDUs: Algorithm 1 defines how
SPDUs are constructed and transmitted while a particular
pseudonym certificate is in use (for roughly 5 minutes—see
Section II). On certificate rotation, the algorithm restarts.
CHASM begins with loading parameters such as the required

interval Tb between BSM transmissions (line 1), followed
by loading the active certificate (line 2) and initializing a
buffer storing the encoded certificate data, whether split into
fragments or encoded using an erasure coding scheme (e.g.,
systematic Reed–Solomon). The transmitter then proceeds
into the main execution loop (lines 4–18), which repeats
every Tb seconds. At each transmission opportunity t, the
transmitter polls the PHY layer for the current best, safety-
aware MCS (line 11). Acquiring this information immediately
before packet construction minimizes lag between observa-
tion and transmission, reducing sensitivity to rapid channel
decorrelation. The maximum payload size is determined, and
the available bandwidth for certificate data is denoted by

Algorithm 1 CHASM: Transmitting SPDUs
1: Tb ← BSM interval.
2: HCid ← current certificate
3: mode← Frag |EraseCode ▷ Select method of certificate splitting
4: while HCid is active do
5: if mode = Frag then
6: CertStream := HCid as buffered queue of fragments.
7: else
8: CertStream := HCid as erasure-coded data stream.
9: end if

10: for each transmission at time t, spaced by Tb do
11: Obtain adaptive mt from PHY layer.
12: Compute Bcert(mt)
13: C ← Bcert(mt) bytes from CertStream.
14: Sigc, Sigqr ← signatures over M and coded data.
15: S ← SPDU containing M,C, Sigc, Sigqr .
16: Transmit S
17: end for
18: end while

Bcert(m). A fragment or amount of coded certificate data of
at most Bcert(m) bytes is then extracted from the certificate
buffer (line 13). The BSM and accompanying certificate data
are signed classically and with QRC (line 14), and an SPDU
is constructed (line 15) and transmitted (line 16).

3) Receiving Hybrid SPDUs: When an unverified SPDU
(denoted by S∗) is received, a vehicle executes the PRO-
CESSSPDU procedure described in Algorithm 2. First, the
sender is identified (line 2) using the included certificate
or hash thereof—see Section II. If that certificate is al-
ready known and verified, then S∗ is immediately passed
to VERIFYSPDU (line 5). Otherwise, S∗ is cached for later
verification; to avoid resource exhaustion, cached SPDUs that
cannot be verified are discarded after a configurable timeout
interval. The receiver also extracts any certificate data con-
tained in S∗ (lines 9–33), using either fragmentation (lines 10–
19) or erasure coding (lines 21–30). For a particular hybrid
profile a—a distinct combination of classical and quantum-
resistant cryptography, e.g., ECDSA and FN-DSA-512—let
Lcert(a) denote the total size (in bytes) of the sender’s active
hybrid certificate (Fig. 5(b)), and let CertBuffer denote the
total amount of useful certificate data accumulated for sender
i. After each update, the receiver checks if it has enough
data—all fragments, or sufficient coded data—to reconstruct
the certificate. If so, the reconstructed certificate is verified
with VERIFYCERTIFICATE. Upon success, all cached SPDUs
associated with that certificate are processed.

4) Certificate Completion Under Delay Constraint: In
CHASM, we connect safety risk with how long a receiver
may remain unable to verify BSMs, and hence how quickly
a complete certificate needs to be shared, and in turn, with
how frequently certificate data should be included in outgoing
SPDUs. By explicitly incorporating the probability of packet
loss and the number of fragments or erasure-coded symbols
required to convey a complete certificate—which directly
yields the associated delay interval—we ensure that calculated
safety margins account for delays in certificate transmission,
reconstruction, and verification. For brevity, we only detail
the procedure for the erasure-coding mode, but similar logic
applies when using fragmentation.

As above, let Lcert(a) denote the total size of the certificate.
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Algorithm 2 CHASM: Receiving and Verifying SPDUs
1: procedure PROCESSSPDU(S∗)
2: id← extract vehicle ID from S∗

3: if id matches a known and previously verified certificate then
4: HCid ← load known certificate
5: VERIFYSPDU(HCid, S∗)
6: else
7: Load or create new CertBuffer for sender id.
8: C ← extract certificate data from S∗

9: if mode = Frag and C is a new (unseen) fragment then
10: CertBuffer = CertBuffer + C
11: Cache S∗ for later verification
12: if CertBuffer contains all expected fragments then
13: HCid ← reassemble all fragments
14: r← VERIFYCERTIFICATE(HCid)
15: if r == True then
16: Record HCid as known and valid for id
17: VerifyCachedSPDUs(HCid)
18: end if
19: end if
20: else if mode = EraseCode and C is new (distinct) data then
21: CertBuffer = CertBuffer + C
22: Cache S∗ for later verification
23: if |CertBuffer| ≥ Lcert(a) then
24: HCid ← decode accumulated coded data
25: r← VERIFYCERTIFICATE(HCid)
26: if r == True then
27: Record HCid as known and valid for id
28: VerifyCachedSPDUs(HCid)
29: end if
30: end if
31: else ▷ if unknown mode, or certificate data is not new
32: return
33: end if
34: end if
35: end procedure

36: procedure VERIFYSPDU(HCid, S∗)
37: (pkcid, pk

qr
id )← extract public keys from HCid

38: Verify signatures of S∗ using (pkcid, pk
qr
id )

39: if Signatures verify successfully then ▷ Phase-dependent (Fig. 2).
40: if freshness check on timestamp on S∗ passes then
41: Accept S∗

42: else
43: Reject S∗

44: end if
45: else
46: Reject S∗

47: end if
48: end procedure

49: procedure VERIFYCERTIFICATE(HCid)
50: Verify certificate using PKI chain as per IEEE 1609.2 [9]
51: if verification is successful then
52: return True
53: else
54: return False
55: end if
56: end procedure

57: procedure VERIFYCACHEDSPDUS(HCid)
58: for each cached S∗ from id do
59: VERIFYSPDU(HCid, S∗)
60: end for
61: end procedure

Then, let Bcert(m) denote the usable certificate payload
carried in one certificate-bearing SPDU under an MCS m.
As channel conditions vary over time, a certificate-bearing
transmission at time t is associated with the active MCS
mt, yielding payload Bcert(mt). For receiver i, define the

accumulated useful certificate data as:

|CertBuffer| =
Nopp,i∑
t=1

Zi,t Bcert(mt) (15)

where Zi,t ∈ {0, 1} indicates whether transmission t is
successfully received, i.e., successfully decoded at the PHY
layer, and Nopp indicates the number of opportunities to
decode certificate data from incoming SPDUs (elaborated
shortly—see (22)). We assume the use of erasure coding
(e.g., systematic Reed-Solomon), such that each successfully
received transmission contributes new (i.e., linearly indepen-
dent) information toward certificate reconstruction with high
probability. A certificate is fully received when:

|CertBuffer| ≥ Lcert (a) . (16)

As required by current standards, a vehicle must transmit
an SPDU containing a BSM every Tb = 0.1 s. Certificate
information needs to be distributed across multiple certificate-
bearing SPDUs that occur every k-th BSM, which lets us
write the certificate-bearing SPDU interval as Tc = kTb, where
k ∈ {1, 2, 3, . . .}. Let B̄cert = E[Bcert(mt)] denote the
expected usable certificate payload per transmission under the
adaptive MCS policy. Then, for an arbitrary receiver i, the
nominal certificate completion time is approximated as:

Tcomp,nom,i = kTb

⌈
Lcert(a)

B̄cert

⌉
. (17)

This lets us formulate a first-order certificate delay model—we
separately address reliability below—as:

τcert,i ≈ Twait,i + Tcomp,nom,i. (18)

Assuming the time waiting to send the first certificate-bearing
SPDU is Twait,i ∼ Uniform (0, Tb), we can derive:

τcert,i ≈
Tb

2
+ kTb

⌈
Lcert (a)

B̄cert

⌉
. (19)

This approximation replaces the time-varying payload
Bcert(mt, a) with its expectation B̄cert to obtain a tractable
first-order delay model. Note that (19) combines with (1), (3),
and (5)–(6) to directly connect certificate delay to safety.

To meet the certificate communication delay bound τmax
cert,i,

certificate delay must satisfy

Tb

2
+ kTb

⌈
Lcert (a)

B̄cert

⌉
≤ τmax

cert,i. (20)

This allows us to bound k as:

k ≤

 τmax
cert,i − Tb

2

Tb

⌈
Lcert(a)
B̄cert

⌉
 . (21)

Example: Consider the scenario from Fig. 4, where ap-
plying (1) yields τmax

cert = 1.0976 s. Using a hybrid profile
with ECDSA P.256 and FN-DSA-512, we determine that
Lcert(a) = 1691 bytes. Given the line of sight between sender
and receiver, a high MCS could be selected, such as 16-
QAM at a 0.3 code rate. Then, in a typical 20MHz channel,
the maximum transmission size would be 1,764 bytes [39],
yielding B̄cert = 1,114 bytes. With Tverify = 1.53× 10−3 s
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based on hardware benchmarks (see Section V), plugging
everything into (21) gives us:

k ≤

⌊
1.0976− 0.1

2

0.1
⌈
1691
1114

⌉ ⌋
→ k ≤ 5.

That is, if every packet was sure to be delivered, then the
sender could attach certificate data to every fifth SPDU and
communicate the full certificate to the receiver before a critical
safety risk would occur. However, in a real system, this ideal
rate is insufficient—we must also consider reliability.

5) Certificate Completion Reliability: Recall that τmax
cert,i

denotes the maximum time to distribute a complete certificate
before receiver i becomes safety-critical. The number of
opportunities to transmit certificate data before time expires is:

Nopp,i =

⌊
τmax
cert,i

kTb

⌋
. (22)

Let qi(mt) denote the probability that a certificate-bearing
transmission at time t is successfully received by receiver i
(in a similar manner to (12)). We define the expected success
probability under the adaptive MCS policy as q̄i = E[qi(mt)],
and further let

Nreq =

⌈
Lcert(a)

B̄cert

⌉
(23)

denote the nominal number of successful transmissions re-
quired to reconstruct the certificate. Since the channel co-
herence time is much less than the transmission interval,
each attempt can be treated as an independent trial, allowing
us to estimate the number of successful certificate-bearing
transmissions at receiver i as Yi ∼ Binomial(Nopp,i, q̄i).

When using erasure codes, each successfully received trans-
mission contributes useful information toward certificate re-
construction, enabling a cumulative success model. Accord-
ingly, the certificate completion probability for receiver i is

Pcomp,i =

Nopp,i∑
y=Nreq

(
Nopp,i

y

)
q̄ y
i (1− q̄i)

Nopp,i−y
, (24)

where the system must combine with (13) to satisfy

Pcomp,i ≥ 1− ϵc, ∀i ∈ pR (mt) . (25)

Here, ϵc denotes the maximum tolerable probability that
receiver i fails to complete certificate reconstruction before
becoming safety-critical.

Example (cont.): This calculation is important to calibrate
the calculation of k from the previous step. Extending the
example from (21), which determined k = 5, we can use (22)–
(24) to determine that the probability of successfully delivering
the certificate to the receiver in time is Pcomp = 0.73, which
may not be considered sufficient. However, correcting to k = 2
yields Pcomp = 0.99, a much more acceptable outcome for
safety. Thus, depending on the choice of ϵc, k can be adjusted
to make delivery within the safety bound more certain.

IV. FORMAL SECURITY ANALYSIS

We formally analyze CHASM’s security by reducing it to the
EUF-CMA unforgeability of its underlying digital signature
algorithms. Superscripts c and q respectively denote classical
and QRC elements or functions. We begin with the following
standard definition of a digital signature scheme:

Definition 1 (Digital Signature Scheme). A digital signa-
ture scheme Σ is a tuple of polynomial-time algorithms
Σ = (KG,SG,V) where:

• (sk, pk) ← KG
(
1λ

)
: key generation takes security

parameter λ, returns secret and public key pair (sk, pk).
• Sig← SG (sk,m): signature generation takes secret key
sk and message m, and returns signature Sig.

• r ← V (pk,m,Sig): signature verification takes public
key pk, message m, signature Sig, and returns r ∈ {0, 1},
where 1 is verification success and 0 is failure.

The applicable reduction depends on CHASM’s operational
phase (recall Fig. 2). In the preparation phase, where QRC is
not yet mandatory, forging a classical signature on a hybrid
SPDU can induce a legacy verifier to accept a bogus SPDU.
Accordingly, CHASM’s preparation-phase security reduces to
the EUF-CMA unforgeability of its classical signature al-
gorithm. Conversely, in the strictly quantum-resistant phase,
ECDSA is disallowed, and CHASM’s security reduces to the
EUF-CMA unforgeability of its QRC signature algorithm.
Before presenting these reductions, we first establish that
certificate splitting preserves authentication.

Definition 2 (Certificate Authenticity Under Splitting). We
define the certificate authenticity under splitting experiment,
denoted by ExptCAuS (A), as follows. The challenger generates
CA keypairs (pkcCA,skcCA) and (pkqCA,skqCA), and then supplies
the public keys to a probabilistic polynomial-time (PPT) or
quantum polynomial-time (QPT) adversary A. We assume
A has access to query two signing oracles Oc

sign (C) and
Oq

sign (C) with an arbitrary certificate C. Let Q be the set of all
certificates queried to these oracles. The oracles operate in a
black-box manner and respectively return signatures Sigc and
Sigq over the queried C using the appropriate secret key (which
A does not have access to). The experiment then proceeds:

1) A outputs the arbitrarily divided and/or encoded bytes of
a hybrid certificate and supplies them to the verifier.

2) The verifier reassembles and/or decodes the bytes into
a parsed certificate payload C∗, and the accompanying
signatures Sigc∗ and Sigq∗ that are claimed as produced
by a CA over C∗.

In the preparation phase, a classical (PPT) adversary Ac wins
if C∗ /∈ Q and Vc (pkcCA,C

∗,Sigc∗) = 1. Similarly, in the
strictly quantum-resistant phase, a QPT adversary Aq wins
if C∗ /∈ Q and Vq (pkqCA,C

∗,Sigq∗) = 1. The advantage of
either PPT or QPT A is: AdvACAuS (λ) = Pr

[
ExptACAuS = 1

]
.

Theorem 1 (Certificate Splitting Preserves Unforgeability).
If both the classical and quantum-resistant signature schemes
used in CHASM are EUF-CMA unforgeable, then neither a PPT
nor QPT adversary A can win ExptCAuS with non-negligible
advantage, i.e., AdvACAuS(λ) = negl (λ).
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Proof. Let CHASM be instantiated with classical and QRC
signature algorithms that are EUF-CMA unforgeable. Then,
assume for a contradiction that there exists a PPT or QPT
adversary A who can win ExptCAuS with non-negligible ad-
vantage; i.e., where AdvACAuS (λ) ≥ ϵ(λ) for a non-negligible
function ϵ and sufficiently large security parameter λ. Depend-
ing on the threat model, we can construct either a classical
forger B1 or quantum forger B2, each of which attacks one
algorithm and honestly simulates the other.

For B1, we use A to perform the ExptCAuS experiment
as per Definition 2 for the preparation phase. The classical
public key pkc∗CA is obtained from the challenger, and we embed
this as the CA’s public key. The adversary A can query the
classical signing oracle (which B1 routes to its challenger),
while quantum-resistant queries are answered honestly by
the simulator B1 (who knows the independently generated
quantum-resistant secret key skqCA). Eventually, because A is
successful, B1 extracts and outputs the certificate payload C∗

and classical signature Sigc∗, where neither the certificate pay-
load nor signature appear in the signing oracle’s transcript (i.e.,
a valid signature for a previously unseen certificate). Because
that signature verifies with pkc∗CA, B1 violates the EUF-CMA
unforgeability of the classical algorithm, a contradiction.

We can similarly construct the quantum forger B2 for
the strictly quantum-resistant era by using A to conduct
the experiment in the same manner as for B1, except using
quantum-resistant keys and signatures obtained from a quan-
tum challenger. Because A is successful, B2 produces the
certificate payload C∗ and a valid signature Sigq∗ over the
previously unseen certificate payload, which violates the EUF-
CMA unforgeability of the QRC algorithm—a contradiction.

Success in the preparation phase requires the PPT adver-
sary to violate the EUF-CMA unforgeability of the classi-
cal algorithm, while success in the strictly quantum-resistant
phase requires the QPT adversary to break the EUF-CMA
unforgeability of the QRC algorithm. In either case, this is a
contradiction; therefore, no such adversaries can exist.

Next, we formally reduce the security of CHASM to the EUF-
CMA unforgeability of its digital signature algorithms.

Definition 3 (Classical EUF-CMA Unforgeability). We define
the classical unforgeability experiment, denoted by ExpteUF,c,
in which the challenger generates a classical keypair and a
classical PPT adversary A is then provided with the public
(but not secret) key, denoted by pkc. We assume adversary A
has access to query a signing oracle Oc

sign (m) with an arbitrary
message m. The oracle operates in a black-box manner and
returns the signature Sigc over m using the classical secret
key (which A cannot access). A wins if it outputs a pair
(m∗,Sigc∗), where m∗ was never previously queried to the
signing oracle, such that:Vc (pkc,m∗,Sigc∗) = 1. We define
the advantage of A as:

AdvAExpteUF,c (λ) = Pr
[
ExptAeUF,c = 1

]
.

Definition 4 (Quantum EUF-CMA Unforgeability). We define
the quantum unforgeability experiment, denoted by ExpteUF,q,
in which the challenger generates a QRC keypair and a QPT
adversary A is provided with the public (but not secret) key,

denoted by pkq . We assume adversary A has access to query
a signing oracle Oq

sign (m) with an arbitrary message m. The
oracle operates in a black-box manner and returns the signature
Sigq over m using the QRC secret key (which A cannot
access). A wins if it outputs a pair (m∗,Sigq∗), where m∗

was never previously queried to the signing oracle, such that:
Vq (pkq,m∗,Sigq∗) = 1. We define the advantage of A as:

AdvAExpteUF,q (λ) = Pr
[
ExptAeUF,q = 1

]
.

Theorem 2 (Message Unforgeability—Classical Adversary).
If CHASM’s classical and QRC signature algorithms are EUF-
CMA unforgeable, then BSMs under CHASM are EUF-CMA
unforgeable against a classical adversary Ac. The advantage
of Ac against CHASM is bounded by:

AdvA
c

CHASM(λ) ≤ 2 ·max
(
AdvA

c

ExpteUF,c(λ),Adv
Ac

ExpteUF,q(λ)
)
.

Proof. Let Ac be a PPT adversary with access to classical
computing resources. We construct a simulator B that uses Ac

to break the EUF-CMA unforgeability of one of the underlying
schemes. B flips a fair coin b ∈ {0, 1} to guess which signature
Ac will successfully forge (0 for classical, 1 for quantum-
resistant). B receives the challenge public key for scheme b
from its own challenger, honestly generates the keypair for the
other scheme, and provides both public keys to Ac. When Ac

makes a signing query for a message m, B forwards m to its
challenger to get the b-scheme signature, uses its known secret
key to generate the signature for the other scheme, and returns
both to Ac. Eventually, Ac outputs a forged message and
hybrid signature pair. With probability at least 1/2, B guessed
correctly (i.e., Ac’s valid forgery corresponds to scheme b).
B extracts this signature and submits it to its own challenger.
Because Ac produces a valid, fresh forgery with probability ϵ,
B wins the underlying EUF-CMA game—either ExpteUF,c or
ExpteUF,q— with non-negligible advantage ϵ/2. This directly
contradicts the assumption that both underlying schemes are
EUF-CMA unforgeable.

Corollary 2.1 (Message Unforgeability—Quantum Adver-
sary). In the strictly quantum-resistant phase, we assume
a quantum-capable adversary Aq . Consequently, classi-
cal algorithms (e.g., ECDSA) provide no security (i.e.,
AdvA

q

eUF,c(λ) ≈ 1) and are disallowed. Therefore, CHASM’s
security in the strictly quantum-resistant era reduces to the
EUF-CMA unforgeability of its QRC algorithm:

AdvA
q

CHASM(λ) ≤ AdvA
q

eUF,q(λ).

Proof. Follows directly from Theorem 2 where b = 1 is fixed.

Theorem 3 (CHASM is Secure Against Replay Attacks). In
the sense of IEEE 1609.2, CHASM is protected against message
replay attacks by classical and quantum-capable adversaries.

Proof. Under IEEE 1609.2, every BSM (denoted by M) must
contain a timestamp that records when the BSM was generated
(denoted by tg), and a freshness check is performed on all
received messages to guard against replays (see line 40 of
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Algorithm 2). Recall that by Theorem 2 and Corollary 2.1,
neither a classical nor quantum-capable adversary can modify
M and retain or produce a valid pair of digital signatures.
Therefore, since tg ∈ M, any modification of tg to evade the
freshness check will result in signature verification failure and
cause M to be discarded. Similarly, modifying the message
while retaining a valid timestamp will cause verification fail-
ure. We thus conclude that as long as IEEE 1609.2 freshness
checks are enforced, CHASM rejects replayed messages outside
the permitted freshness interval.

Discussion and Limitations

Message Forgery—Reducing the security of CHASM to the
EUF-CMA unforgeability of its underlying signature algo-
rithms shows that CHASM inherits their resistance to message
spoofing and forgery, fulfilling the first two design and security
criteria from Section III. We note that while QRC algorithms
such as ML-DSA are strongly EUF-CMA unforgeable [23],
some algorithms (e.g., FN-DSA) may only prevent forging
new signatures on previously unsigned messages [40]. This
is often sufficient for V2V, since signing a previously signed
message (prevented by EUF-CMA) does not change its seman-
tics or utility for safety. Our proofs continue to hold for this
assumption with only minor modifications, emphasizing that
the security of CHASM reduces to the security of its signature
algorithms.

Downgrade Attacks—Since CHASM prohibits using vul-
nerable algorithms—e.g., forbidding ECDSA after Q-Day—
an adversary cannot induce a compliant device to accept
a signature under a vulnerable algorithm. Before Q-Day,
ECDSA will remain secure against classical attackers; after
Q-Day, the use of QRC and the disallowance of ECDSA
precludes downgrading from quantum-resistant authentication
to vulnerable ECDSA in the post-quantum era.

Replay Attacks—CHASM resists message replay attacks out-
side of a defined freshness interval, as shown in Theorem 3.

V. EVALUATION

We experimentally evaluate CHASM to demonstrate its light
computational load and safety and security advantages.

A. Experimental Setup

Hardware Experiments. We benchmark our implementa-
tion on state-of-the-art Cohda MK6 on-board units (OBUs)
with i.MX8 ARM-based automotive processors [41], im-
plementing CHASM and relevant IEEE and SAE standards
(e.g., [9], [11]) using standard C++ libraries and proprietary
APIs from Cohda Wireless. We use OpenSSL for ECDSA
(with the P.256 elliptic curve specified by IEEE 1609.2), and
liboqs [42] for NIST-compliant QRC.

Simulation Software. To evaluate CHASM at scale, we use
NS-3 with the 5G C-V2X module from [43], which imple-
ments 3GPP C-V2X channel models to ensure our simulations
reflect state-of-the-art V2V propagation and sidelink behavior.
3D building and vehicle geometry (required for predicting
LOS in our fading model) is drawn from OpenStreetMap [44].

TABLE II
CHASM PERFORMANCE LOAD ON COHDA MK6 OBU

Configuration Metric Sending vs. 1609.2 Receiving vs. 1609.2
Peak CPU Usage 5.2% — 4.0% —

Peak Memory Usage 3.3% — 3.3% —
SPDU total
sign time

µ =0.518 ms
σ =0.018 ms — — —

Tverify — — 1.2 ms —
IEEE 1609.2

Per-Message Delay 0.518 ms — 1.2 ms —
Peak CPU Usage 5.1% −0.1% 4.3% +0.3%

Peak Memory Usage 8.9% +5.6% 3.7% +0.4%
SPDU total
sign time

µ =3.518 ms
σ =0.213 ms +3.0 ms — —

Tverify — — µ =0.446 ms,
σ =0.052 ms −0.754 ms

Systematic
Reed-Solomon

µ =0.313 ms
σ =0.110 ms +0.313 ms µ =0.523 ms

σ=0.110 ms +0.523 ms

CHASM:
ECDSA +
FN-DSA-512

Per-Message Delay 3.831 ms +3.313 ms 0.969 ms −0.231 ms
Peak CPU Usage 6.3% +1.1% 8.9% +4.9%

Peak Memory Usage 3.9% +0.6% 4.8% +1.5%
SPDU total
sign time

µ =3.152 ms
σ =1.01 ms +2.634 ms — —

Tverify — — µ =0.254 ms
σ =0.011 ms −0.946 ms

Systematic
Reed-Solomon

µ =0.329 ms
σ =0.162 ms +0.329 ms µ =0.327 ms

σ =0.233 ms +0.327 ms

CHASM:
ECDSA +
ML-DSA-44

Per-Message Delay 3.481 ms +2.963 ms 0.581 ms −0.619 ms

Vehicle traces are drawn from SUMO traffic simulations [45],
geospatially reconciled with OpenStreetMap data. Parameters,
including sources of error, are summarized in Table III.

B. COTS Compatibility—Computational Requirements

Table II gives our benchmarking results on commercial C-
V2X hardware. We compare today’s IEEE 1609.2 security
against CHASM, instantiated with two QRC algorithms (FN-
DSA-512 and ML-DSA-44), to demonstrate that CHASM im-
poses only modest computational requirements. In particular,
peak CPU utilization increases by ≤ 6% in both CHASM
instances, while memory utilization increases by < 9%. The
added delay for signing and transmitting SPDUs is minimal
(< 3.9ms once every Tb = 100ms), and verifying hybrid SP-
DUs increases processing time by an average of just 0.969 ms
with FN-DSA and 0.581 ms with ML-DSA. We also note
that erasure coding is very efficient on the OBUs, requiring
< 0.6ms per encoding or decoding operation (aided by the
ARM NEON instruction set for vectorized arithmetic).

C. Certificate Distribution, BSM Verification, and Safety

We now compare various methods of integrating QRC
into C-V2X. Our baseline is today’s IEEE 1609.2, where
ECDSA is universal, modulation is per [11], and a certificate
is shared every 500 ms. We compare this against the approach
of the closest related work [13], as well as against CHASM
instantiated with various combinations of deterministic vs.
safety-aware adaptive modulation, fragmentation vs. erasure
coding, and different choices of QRC (see Table IV). For
these studies, our results are based on 60-minute city-scale
simulations of Buffalo, NY, a major U.S. metropolitan area
with a variety of urban, semi-rural, and suburban roadways
where vehicle speeds, densities, etc., vary widely, making for
an excellent and diverse test environment. Our result set is
based on intersection, rear-end, and lane-merging safety events
recorded during simulations, with more than 65,000 events
logged for each tested configuration. An “event” begins when
a potential violation of the margins defined in our safety model
is detected (Section III) and ends when the corresponding
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TABLE III
PARAMETERS FOR CITY-SCALE SIMULATOR EVALUATION

Parameter Value
Duration 60 minutes
Transmit Power 20 dBm
Noise floor -95 dBm
Center Frequency 5.92 GHz
Tx/Rx Antenna Gains 4 dBi each
Shadowing estimation error N (µ = 0, σ = 0.1), in dB

Simulation

Path loss model PL(d) 3GPP NR-V2X Model
Sensor LOS detection error 0.05
GPS Error (σd) 3m
Speedometer Error (σv) 1.34m/sVehicle

Accelerometer Error (σa) 0.02m/s2

Generation 5G NR-V2X
MCS options As per [7, Table 5.1.3.2-1]C-V2X Bandwidth / Subchannels /
Resource Blocks 20 MHz / 10 / 96

Rician K-Factor Estimated per Table I
P fast
out , P shadow

out 0.05 each
Preq 0.9CHASM

Tverify
As per Table II

for different instantiations
Rural Suburban Urban

Vehicle speed distribution (kph) N (80, 5) N (50, 5) N (30, 8)
Regional
Parameters Median vehicle density (veh./km2),

selected per [46] 20 80 150

hazard no longer exists. For example, an intersection conflict
event begins when two vehicles approach the same intersection
from different directions and may collide in the intersection
without appropriate speed and spacing, and the event ends
once at least one vehicle has cleared the intersection. Due to
the mutually exclusive nature of our defined safety scenarios
(intersection crossing, rear-end following, and lane-merging),
we assume that a distinct pair of vehicles can generate only
one event at a time.

Metrics—We examine how often safety requirements are
violated, based on our safety model from Section III, as a
fraction of total safety events:

Violation Frac. =
Number of violations

Number of events
.

We also consider the rate of successfully completing certifi-
cate distribution to safety-critical receivers within the defined
safety bound:

Cert. Completion =
Number of Successful Completions
Number of Safety-Critical Receivers

.

In Table IV, we report these metrics averaged over all events,
with 95% confidence intervals. Further, we examine the per-
centage of safety-critical receivers for which the certificate
delay bound from (1) is met (Fig. 6). An analysis of failure
cases under each tested configuration is given in Fig. 7. Rather
than evaluating components such as MCS selection or SNR
estimation in isolation, we evaluate their end-to-end impact
through safety-conditioned violation rates. This better reflects
the cross-layer design and operational objectives of CHASM.

Results—For our baseline IEEE 1609.2 configuration, we
find that safety margins are violated 24.13% of the time and
certificate distribution is only completed quickly enough to
avoid a conflict 80.58% of the time. This is slightly unex-
pected, but makes sense when considering the deterministic
and heuristic nature of current standards—e.g., Fig. 7 shows
that most failures of the baseline case come from transmitting
a certificate over a bad channel, since these attempts are fixed
and periodic as well as blind to channel quality. The approach

TABLE IV
EXPERIMENTAL CONFIGURATIONS AND RESULTS BY CHOICE OF QRC,

CERTIFICATE SPLIT (FR = FRAGMENTATION, EC = ERASURE CODE), AND
MCS (D = DETERMINISTIC, A = ADAPTIVE).

Config Protocol QRC Certificate
Split MCS Violation Frac.

(95% CI)
Cert. Completion

(95% CI)
1 Baseline N/A N/A D 24.13±0.33% 80.58±0.29%
2 [13] FN-DSA FR D 12.06±0.25% 89.62±0.23%
3 [13] ML-DSA FR D 63.49±0.38% 38.02±0.38%
4 CHASM FN-DSA FR D 5.50±0.18% 95.63±0.15%
5 CHASM FN-DSA EC D 3.98±0.15% 97.54±0.11%
6 CHASM FN-DSA FR A 3.50±0.14% 97.80±0.10%
7 CHASM FN-DSA EC A 1.94±0.11% 98.86±0.07%
8 CHASM ML-DSA FR D 12.39±0.26% 90.22±0.22%
9 CHASM ML-DSA EC D 9.19±0.23% 93.52±0.18%

10 CHASM ML-DSA FR A 14.69±0.28% 87.35±0.25%
11 CHASM ML-DSA EC A 11.68±0.25% 88.68±0.25%

from [13] performs slightly better than the baseline when using
FN-DSA, but still fails to meet safety requirements 12.06% of
the time. Moreover, it performs very poorly under the overhead
of ML-DSA, violating safety bounds in 63.49% of instances.

In contrast to the baseline and related work, CHASM has
a safety violation rate ≤14.7% regardless of instantiation,
and ≤5.5% when using FN-DSA. Configuration 9 performs
slightly better than other ML-DSA configurations—we at-
tribute this to its use of erasure coding, which accommodates
the overhead of ML-DSA better than fragmentation. It is
also notable that ML-DSA with adaptive modulation performs
slightly worse than with deterministic MCS selection. This is
an expected consequence of attempting to accelerate certificate
sharing with especially high-overhead ML-DSA, which forces
attempting more aggressive MCS more often (sometimes when
the channel is poor) to meet the safety delay requirements.
However, all ML-DSA instantiations of CHASM outperform
IEEE 1609.2, and they are comparable to or better than [13],
validating our advantage. Most importantly, CHASM’s best
performance is under configuration 7, which violates safety
margins in just 1.94% of instances and delivers certificates
quickly enough in 98.86% of attempts. This shows that safety
and security are jointly maximized only when all aspects of
our cross-layer solution—erasure coding, adaptive modulation,
and quantum-resistant authentication—are jointly employed.

For coverage of safety-critical receivers, we extrapolate
from current standards to set a target that certificates should
be successfully delivered to high-risk neighbors at least 90%
of the time (see [11, Clause 6.3.8.1]). Fig. 6 shows that
with a threshold ρ = 0.9 set accordingly, only CHASM with
adaptive modulation meets this requirement. This demonstrates
CHASM’s advantage from a safety perspective and its crypto-
agility, meeting the target with both FN-DSA and ML-DSA.

D. Analysis of Failure Cases

While CHASM reduces safety violations to a rate of just
1.94%, it is important to consider why some violations still
occur (Fig. 7). As noted previously, most baseline failures
result from the fixed 500 ms certificate interval under [11],
which often causes the certificate to be sent too slowly or
forces scheduled transmission over a channel that is too
poor for successful delivery. Most importantly, we can see
that for configurations 6 and 7 (the two best performers in
Table IV), nearly all failures are the result of an extremely
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Fig. 6. Critical receiver coverage under each configuration (mean values
shown, standard error is always ≤ 0.5%). CHASM with adaptive modulation
(configurations 6, 7, 10, 11) meets the target of 90% coverage.
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Fig. 7. Distribution of failure case root causes, revealing that for the highest-
performing configurations (CHASM with FN-DSA), safety violations usually
result from an extremely poor channel rather than a protocol-level failure.

poor channel that could not deliver certificate data even using
a very robust, low-order MCS. This reflects the nature of
V2V rather than a protocol-level failure, as the majority of
failure cases for the baseline IEEE 1609.2 configuration are
also due to a channel that is too poor to reliably communicate
even unfragmented certificates. We therefore conclude that
CHASM avoids the causes of failure that might emerge from
fragmenting certificates, such as having too little time or too
little bandwidth, sufficiently that its remaining failure cases are
dominated by the inextricable aspects of high-mobility V2V
that are shared with current systems.

VI. RELATED WORK

To the best of our knowledge, we are the first to develop
a standards-aligned, more practical technique for quantum-
resistant BSM authentication in C-V2X. Several prior works
propose wholesale changes to the C-V2X security ecosystem
at the application layer to address the challenges of cer-
tificates, e.g., by adopting blockchain [16] or certificateless
schemes [47], [48]. However, these and similar schemes differ
from today’s public-key design and already-deployed security
infrastructure such as the Security Credential Management
System (SCMS) [49]; therefore, their adoption would require
an expensive overhaul of the entire C-V2X ecosystem. One
prior work attempts to solve this problem within the current
public-key paradigm [13]—in that work, the authors integrated
QRC only for certificates, leaving BSMs protected only by

ECDSA signatures. This explicitly transitional approach be-
comes insecure once quantum computers can break ECDSA in
less than 5 minutes, whereas CHASM provides robust quantum
resistance to near- and long-term threats. Also, [13] focuses
on a different (and now-outdated) V2V protocol with less
severe constraints than C-V2X. The few other works on
quantum resistance for CVs are surveys that do not offer novel
solutions (e.g., [50]), are not backwards-compatible [17], or
make assumptions that do not match the current constraints of
C-V2X sidelink (e.g., [15] assumes a payload limit of 12,000
bytes vs. a realistic ∼800).

Outside of CVs, many works have proposed hybrid authen-
tication protocols to support QRC, including in embedded
devices [3] and other constrained environments. However,
these works assume very different communication settings, for
example, where wired connections are available [51] or where
bidirectional communication enables key negotiation [3], [52].
These do not readily apply to the wireless, broadcast-only V2V
environment. Moreover, many of these works (e.g., [53]) focus
on confidentiality or access control rather than authentication.
Other related work that aims to reduce the overhead of
security or privacy-preservation mechanisms in V2V, such
as the cloud-assisted reputation management scheme in [54],
addresses problems other than quantum-resistant security and
is thus not directly comparable to CHASM.

VII. CONCLUSION

We introduced CHASM to enable a standards-aligned tran-
sition to quantum-resistant C-V2X authentication. We proved
that under the stated protocol assumptions, CHASM is secure
against message forgery and replay attacks by classical and
quantum-capable adversaries, and our experimental evidence
validates CHASM can run comfortably on commercial C-
V2X hardware with a significant safety improvement over
both current IEEE 1609.2 and prior work. Most significantly,
CHASM with all of our contributions—erasure-coded FN-DSA
hybrid certificates and safety-aware adaptive modulation—
reduces the safety violation rate in a city-scale evaluation to
just 1.94%, suggesting promise for real-world deployment.
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